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BROADBAND PENETRATION NT DNEFT 3 IOF
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IPV4 IN SAUDI ARABIA wblAr r OF ¢ T UxOgxuwk
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BRIDGING THE GAP

A There are approaches (CG -NAT,NAT) to
bridge the gap with current IPv 4 based
technologies

This has several important drawbacks:
A Security issues (Overblocking , Identification)
A Complications for Law enforcement (Forensics, 10gs)
A Increased cost (double NAT, CGN equipment cost)
A Limited scalability (breaking web applications)

A Thisis not sustainable

A Today IPv6 is the only internationally
accepted solution
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MAIN IPV6 ACTIVITIES

_ 2008-2012
wBCPIKF c¢cBCUYUB ndK | 9y bOsk
Focus on Service Providers
EpFpFOF pFCHwfF? JfF> 21 K X177
Establishment of Task Force
EpFlFOF pFCHWF ¢cT bMCHF df Tp

Identify countries IPv 6 best practices

cryAulwkFm cOMCHKF gvf 13 K
International & regional cooperation (ITU,
GCC, RIPE, MENOG, etc.)

EpFlFIOF pFCHwF 3r Ns.
Establish CITC IPwW Lab and tunnel broker

Wy 3 AHKOF 4y 4Yag dr KOF m
Trainings and conferences

Wy 3 AHIOF U xOg3 xuwkF 9Fr B CPIO E|oFF}OFb FCI—bLuF
dfr UWF I 3 IOF %Q

(ey !l O9 IOF
National internet services (Saudi
and filtering services)
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2013-2015 :
g9l 3r lOFm dfrnt IOF n@AK 23y bOg IOF
Focus on Enterprise

EpfFlIOF pFCHhWF 2y 1¥® KD i B

WT XM FHhHEOBRC> ¢ T

Conducting 4 Pilot Projects on Enterprise
Scale

EpfrFIOF pFCHuwlo ngplpg —
IPV6 deployment Guidelines and Countries
Procedures

wy KH 3 OF  wrl 3
Awareness and Capacity Building
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cBCL

ncograge ISPs to {)romol% IPv 6

E|o|= [ IOF pFCHWF 3r NNE
CITC IPv6 Lab Enhancement
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IPV6 AWARENESS ACTIVITIES cKHIOF WUTp d

A 16 Task Force meetings

A IPv6 Training (more Than 250 trainees)
v IPv6 Training by CITC (three sessions)

Vv IPv6 Road Show was organized 9 times. Thanks to MENOG 3 z
and RIPE ’ BpbrlIOF pFCHWO wyyT

\
v The lastlPv6 Road Show training 4-6 May 2015 in Riyadh, for MpCaBreB Oxb
governmental entities.

c3AHIKF 231 NKF *XADY

wy 3AmM Yry B4
A 1Pv6 National Forums

v Three IPv6 National Conferences were organized ( 2009,
2011 and this current forum 2015)
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PV6 ALLOCATION

EpFr I IOF
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# |Prefix Description First Announcemer]# |Prefix Description First Announcemer]
12001:1490::/32 King Abdul Aziz City for Science and Technology 14/11/2007 29|2a01:57e0::/32|Abdulrahman Nassir Alahmatri trading as SABAH -
212a02:9b0::/32 Ettihad Etisalat 01/04/2009 30{2a00:8820::/32 | AL KHALEEJ TRAINING AND EDUCATION Joint-Stock company -
3 [2a02:ce0::/32 Bayanat Al-Oula For Network Services 09/04/2009 31(2a00:b2e0::/32|Aljomaih Automotive Company Limited -
4 12a02:fc0::/32 SPSNET 08/06/2009 32(2a05:9000::/29 |Alwafa Communication & Information Technology Ltd -
5 [2a02:d70::/32 Sahara Network 08/09/2009 33)|2a01:b4e0::/32| Alwafai International Communication & Information Technology PLC -
6 [2a00:1560::/32 Nour Communication Co.Ltd - Nournet 21/11/2009 34(2a02:fa00::/29 |Authority of Developing Al-Madinah Al-Munawarah A -
7 12a00:1698::/32 Shabakah Net 23/11/2009 35|2a00:d7c0::/32 [BANK AL JAZIRA BANK AL JAZIRA -
8 [2a00:15d8::/32 Middle East Internet Company Limited 13/12/2009 36|2a03:11e0::/32|Detecon Al Saudia Co. Ltd. -
9 [2001:16a0::/32 SaudiNet, Saudi Telecom Company 10/02/2010 37(2a00:7780::/32 |Diginet -
10{2001:67¢:130::/48  |Communication and Information Technology Commission CITC 27/02/2010 38)2a00:¢cf20::/32 |Integrated Information for Telecommunication and Information Technol -
11|2a00:18f8::/32 Applied Technologies Co. 22/03/2010 39(2a05:3280::/29 |[King Abdullah University of Science and Technology -
12(2001:67c:2164::/48 |King Abdulaziz University 29/03/2010 40|2a03:e7c0::/32 [King Saud University King Saud University -
13|2001:67c:2624::/48 |Saudi Hollandi Bank 29/03/2010 41(2a00:6ca0::/32 [Maaden Aluminum Ltd.Company -
14|2a02:888::/32 Etihad Atheeb Telecom Company 30/11/2011 42(2a02:55a0::/32 [National Agricultural Development Co. (JSC) -
15|2a03:c080::/32 Global Arabian For Modern Applications LTD. 12/02/2012 43[2a02:€220::/30|Prime Technology Company LLC =
16|2001:1490::/48 Internet Service Unit, KACST 04/03/2012 44(2a04:aa80::/29 |Rayadah Investment Joint Stock Company -
17|2a00:1ef8::/32 Jeraisy for Internet Services Co. Ltd 30/05/2012 45|2a04:¢cf80::/29 [Salman Bin Abdulaziz University -
18|2a00:5400:1234::/48 [Integrated Telecom Co. Ltd ITC-IPv6 20/06/2012 46(2a01:46a0::/32 |Saudi Arabian Mining Company (Ma'aden) JSC -
19|2001:67¢:1198::/47 |YESSER E-GOVNMENT PROGRAM 13/01/2013 47(2a02:1650::/32 [Saudi Business Machines -
20|2a02:df0::/32 Arab Company For Internet & Communications Services (AwalNet)LL31/01/2013 48)|2a02:edc0::/29|SAUDI CAPITAL MARKET CO. TADAWUL -
21{2001:67c:3e8::/47 |Bank Al Bilad Bank Al Bilad 30/05/2013 49|2a02:6d60::/32|Saudi Chevron Phillips LLC -
22(2a00:7680:2013::/48 |Samba Financial Group Samba Financial Group Samba Financial Grog/11/2013 50{2a00:50a0::/32 [SAUDI INTERNATIONAL TELECOM & ELECTRONICS CO. -
23|2001:67c:12e4::/48 |Arab National Bank Saudi Stock Co 26/03/2014 51)|2a05:d7c0::/29 [Saudi Net Link LLC -
24(2001:67¢:2994::/48 |Al-lmam Muhammad Ibn Saud Islamic University 09/05/2014 52(2a05:a2c0::/29 |Saudi Paper Manufacturing Company -
25|2a02:cb80::/29 MTC KSA MTC KSA 19/05/2014 53[2a03:77c0::/32 |Saudi Post Organization -
26|2a05:78¢0::/29 National Computer Systems Co Ltd 20/01/2015 54(2a04:9940::/29 [SEVEN EYES FOR MARKETING LTD -
27|2a00:f580::/32 GulfNet KSA 17/04/2015 55|2a00:1f20::/32 |Sultan Bin Abdulaziz Foundation -
28|2a04:f1c0::/29 Abdulmajeed Abdulaziz M Altheyab trading as Advance Core Te - - - - -

20
wB C»?3
ISP

acCcys

cilaglealld &igel|Leil]l d i

Communications and Information Technology Commission

35
WYl 3B
Enterprise

As of May 2015 (Source:

e

10


https://www.vyncke.org/
https://www.vyncke.org/
https://www.vyncke.org/
https://www.vyncke.org/

IPV6 STATUS IN KSA WblAr r OF ¢ T U O3 xwkp FEHbH

This graph shows the percentage of networks (A5es) that announce an IPvE prefix for a specified list of countries or groups of countries

25%

=
SaudiAmba |~]|
Middle East (IMF} |
T

B Add country/grouping..

Task force established

0%
2004 2005 2008 2007 2010 2011 2012 2012 2014 2015

Percentage of networks that have routed IPv bHbBHbMOXYO EpfFlMIOF pFCHHWF eTMF3K aAbK®?d a
UxOg xwkF whHPY6l UnksDKs X
cilagleallan &g enl)lill d i

Communications and Information Technology Commission

11



CCFnN3KF aCbglrOF eK F
WHAT ABOUT THE END USER?
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\ N .
CITC IPV6 DEPLOYMENT PILOTS EpPpf T IOF pF CHwF ey blr

Potential Enterprise Database

] ] ]
CITC —
Service Providers

Task Force

4 Pilot Tests

IPv6 enablement for internet facing services: DNS Website, Malil, etc.
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IPv6 Scenarios

CITC Lab equipped to:

A Simulate all IPv6 Scenarios for pilot and public
demonstrations

A Provide practical implementation of guidelines and
procedures
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