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1. Executive Summary

The IPv6 Strategy for Saudi Arabia identifies a set of milestones to be achieved within a phased
time line via an action plan of initiatives categorized into two tracks: Infrastructure and Awareness.
Meeting the milestones would facilitate the deployment and further penetration of IPv6 on a
nationwide basis so as to eventually realize an IPv6 ready internet infrastructure in the Kingdom of
Saudi Arabia.

The milestones and action plan initiatives were based on previous studies. The studies assessed
the IPv6 status quo and readiness of local stakeholders, extracted lessons from a comprehensive
IPv6 benchmark study of eleven (11) countries and stated the status of IPv6 in relevant
international bodies and organizations.

The three (3) studies are:

1 IPv6 Status Quo and Readiness Assessment
1 IPv6 Countries Benchmark Study
1 IPv6 International Bodies and Organizations

The IPv6 Strategy for Saudi Arabia objectives are a set of high level goals to be achieved for the
purpose of setting up the right environment to promote the deployment of IPv6 nationwide.

The identified objectives are:

1 Prepare for the IPv4 exhaustion by supporting IPv6 and ensure stability, business
continuity and room for continued growth of the internet in Saudi Arabia

Ensure a smooth adoption of IPv6 by stakeholders so as to minimize risks

Raise overall IPv6 awareness nationwide by approaching stakeholders of both the public
and private sectors highlighting the necessity to adopt IPv6

1
1
The IPv6 Strategy follows a two (2) track approach that addresses Infrastructure and Awareness

aspects of IPv6 adoption. Within each track, a set of five (5) initiatives are to be taken as follows:

1. Infrastructure Track:
1.1. IPv6 Addressing

1.2. IPv6é Commercial Support for Nation Wide Infrastructure
1.3. .sa ccTLD IPv6 Compliance
1.4. IPv6 Compliant Internet Filtering

1.5. IPv6 Lab

2. Awareness Track:
2.1. IPv6 National Task Force
2.2. Outreach Activities

2.3. International Cooperation
2.4. IPv6 Training
2.5. IPv6 Compliant Procurement

The strategy was agreed upon and finalized by both the CITC and FBPs members of the IPv6
Task Force. The Strategy will be owned and implemented by members of the task force to achieve
the set of milestones.

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved. Page 3 of 39
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The set of milestones to be achieved via the strategy tracks and initiatives would serve as a
measurement of success. The milestones are a set of seven (7) large goals some of which are of
a general aspect such as IPv6 addressing, IPv6 compliant .sa ccTLD Registry. Other milestones
are of specific importance and relevance to the ICT infrastructure in Saudi Arabia such as the
establishment of IPv6 connectivity at FBPs and IPv6 compliant internet filtration. Figure 1 below
details each of the seven (7) milestones and the expected date of realization.

Figure 1- IPv6 Strategy Milestones and Timeline

: Suggested :
Milestone Why? g8 Alternative
Date
1Pv6 at ONE FBPs Essential and Enough to start offering IPv6 to | Early 2009 Uni | Service Provider Act
ISPsand End Users —STC to offer IPv6 Connectivity
by Mid-2009
IPv6 Task Force Saudi Arabia Essential to raise awareness and encourage End of 2008 Already Established
deployment
Establish an IPv6 Lab Establish and Disseminate practical IPv6 End of 2008 Installation on track
Experience
IPv6 National Event Raise awareness and encourage the IPv6 Early 2009 Preliminary Agendas and
deployment tentative date (Feb 9, 2009)
1Pv6 at Multiple FBPs Importantfor ISPsand End Users to have End of 2009 CITC Legislative Measure
more than one Choice and/or Financial Incentives
1Pv6 Compliant.SA ccTLD Essential to run IPv6-only hosts or an IPv6- End of 2009 Regulatory measures and/or
Registry only infrastructure “Universal Services Fund” to
hire experts to implement
DNSv6 (mid-2010)
Commercial IPv6 Services More choices to end users End of 2010 Regulatory measures and/or
available from Five {5) ISPs “Universal Services Fund” to
help ISPs adopt IPv6

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved. Page 4 of 39
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2. Introduction

2.1. Project Background

The Communication and Information Technology Commission (CITC)' was created in
5/3/1422H and changed its name to the current one on 21/5/1424H. Its vision is that Saudi Arabia
should benefit from universally available, high quality and affordable communications and
information technology services. Its mission is to provide a fair, clear and transparent regulatory
environment to promote competition, to safeguard public interest and stakeholder rights, to enable
universal availability of advanced ICT services and optimize utilization of scarce resources, to
increase ICT awareness and usage to enhance national efficiency and productivity and to build a
professional and motivated CITC team.

The Internet Services Department of CITC aims at creating the right environment for the
development of Internet Services in Saudi Arabia. It has several responsibilities including but not
limited to the Domain Name Management for .sa names, content filtering policy definition and
implementation, internet exchange management and others.

Aiming at fulfilling its missions, CITC decided early 2008 to create the right environment for a
migration to Internet Protocol version 6 (IPv6), which appears now as a certain long term means
to address the imminent exhaustion of IPv4. In order to facilitate the adoption efforts of IPv6 in
Saudi Arabia, CITC has launched the IPv6 Sub-project as part of the Internet Services
Development Phase Il (ISD Phase ll) initiative.

Establishing a strategy for the adoption of IPv6 in Saudi Arabia, along with the establishment of
the National IPv6 Task Force are the main outcomes of the IPv6 Sub-project. The strategy
identifies a set of milestones to be achieved within a phased time line through an action plan of
initiatives to be further addressed in the document. Meeting the milestones would facilitate the
deployment and further penetration of IPv6 on a nationwide basis so as to eventually realize an
IPv6 ready internet infrastructure in the Kingdom of Saudi Arabia.

The milestones and action plan initiatives were based on previous studies. The studies assessed
the IPv6 status quo and readiness of local stakeholders, extracted lessons from a comprehensive
IPv6 benchmark study of eleven (11) countries and stated the status of IPv6 in relevant
international bodies and organizations.

The three (3) studies are:

I IPv6 Status Quo and Readiness Assessment
1 IPv6 Countries Benchmark Study
1 IPv6 International Bodies and Organizations

* http:/Avww.citc.gov.sa/
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Figure 2- Dependencies of the IPv6 Strategy for the Kingdom of Saudi Arabia

IPv6 Current
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IPv6 Findings, CITC Devoteam
Countries Conclusions and Internal

Recommendations Discussions
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IPv6
International
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Organizations IPv6

Proposed
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2.2. Structure of Document

The document is divided into three main parts. The first part summarizes the relevant findings of
the first three (3) studies of the IPv6 Project listed in the previous section.

The second part presents the proposed action plan and initiatives of the i |vB Strategy for the
Kingdom of S aalothg withAarseparatasection for the National IPv6 Task Force and its
recent activities. The action plan is of two (2) tracks addressing Infrastructure and Awareness
aspects.

The Third part presents the set of Milestones to be met through the action plan.
The structure framework of the document follows the below list of sections:

Executive Summary
Introduction
IPv6 Strategy Objectives and Tracks
Previous Findings
IPv6 Strategy Action Plan
0 The National IPv6 Task Force
o0 Infrastructure Track Initiatives
0 Awareness Track Initiatives
Milestones to Verify Success
Timeline

=A =4 =8 -8 -4

=a =4

2.3. Methodology

The methodology used to developtheil Pv6 Strategy for the Kdgthegdom of S
following:

1. Identifying the main findings of the first three (3) deliverables of the IPv6 Sub-project which
are:

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved. Page 6 of 39
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1 IPv6 Status Quo and Readiness Assessment: the findings of this deliverable are
important to evaluate the AS-IS situation of IPv6 in KSA. In order to establish
milestones and recommendations for an IPv6 strategy, it is important to know the
baseline first and consequently identify goals and milestones

1 IPv6 Countries Benchmark Study: findings of this study would present the
worldwide experience, best practices and initiatives followed to promote and deploy
IPv6 and their applicability in KSA in order to achieve the goals/milestones

1 IPv6 International Bodies and Organizations: establishing relations with IPv6
relevant organizations and bodies that manage IPv6 addresses allocation, IPv6
standardization, IPv6 deployment (IPv6 backbones and networks) and IPv6 promotion
(international forums) is an important factor of the IPv6 strategy. The findings of the
study presented the relevance of each body/organization to KSA and hence it was
deduced which bodies/organizations to join or follow up as part of the overall IPv6
Strategy

2. IPv6 Strategy Objectives: The objectives were set to be of high level and setting the
direction of the IPv6 Strategy for a nationwide scope of impact

3. Action Plan: the main part of the document and the strategy is focused around initiatives
that need to be done to achieve a successful implementation of IPv6 in the Kingdom of
Saudi Arabia. The initiatives are divided into two (2) tracks, one for the infrastructure and
the other for awareness mainly owned by the National IPv6 Task Force

4. IPv6 Task Force: as part of the Action Plan, the design and requirements for a Saudi
Arabian National IPv6 Task Forces are explained

5. Milestones: the last phase of the strategy presents a set of milestones that are regarded
as a fAcriteria of s uesseonsstedofiMportant elementsesuchas of succ
the ability to offer IPv6 native connectivity on a commercial basis and ability to connect to
the IPv6 based internet worldwide through at least one Facility Based Provider (FBPs)
and later on through multiple FBPs

6. A timeline for each of the goals/milestones and recommendations are finally summarized
and presented in a tabulated and graphical format

CITC's role is to be technology neutral; this document does not suggest specific technical
solutions on how to achieve the migration. CITC's role will generally be one of a #@Apromot e
and not a stronger role of a fAfacilitatordo or even an

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved. Page 7 of 39
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3.IPv6 Strategy Objectives and Tracks

3.1. Objectives

The IPv6 Strategy for Saudi Arabia objectives are a set of high level goals to be achieved for the
purpose of setting up the right environment to promote the deployment of IPv6 nationwide.

The identified objectives are:

1 Prepare for the IPv4 exhaustion by supporting IPv6 and ensure stability, business
continuity and room for continued growth of the internet in Saudi Arabia

1 Ensure a smooth adoption of IPv6 by stakeholders so as to minimize risks
1 Raise overall IPv6 awareness nationwide by approaching stakeholders of both the public
and private sectors highlighting the necessity to adopt IPv6
3.2. Tracks

The IPv6 Strategy follows a two (2) track approach that addresses Infrastructure and Awareness
aspects of IPv6 adoption. Within each track, a set of five (5) initiatives are to be taken as follows:

3. Infrastructure Track:
3.1. IPv6 Addressing

3.2. IPv6é Commercial Support for Nation Wide Infrastructure
3.3. .sa ccTLD IPv6 Compliance
3.4. IPv6 Compliant Internet Filtering

3.5. IPv6 Lab

4. Awareness Track:
4.1. IPv6 National Task Force
4.2. Outreach Activities

4.3. International Cooperation

4.4. IPv6 Training

4.5. IPv6 Compliant Procurement

Section6det ails each of the two trackés initiatives obj

implementation. As a measure or criteria for success for the implementation of the strategy
initiatives, a set of seven (7) milestones are to be met as will be detailed later in Section 7.

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved. Page 8 of 39



4.Previous Findings

As stated earlier,the il Pv6 Strategy for the
outcomes of the first three deliverables of the IPv6 Sub-project.

The following sections list the most important findings of these studies that are of relevance to the
IPv6 Strategy.

4.1. IPv6 Status Quo and Readiness Assessment

1 Facility Based Providers (FBPs): Five (5) out of nine (9) were assessed for their IPv6 status
quo and readiness plans. The other four (4) FBPs did not answer the IPv6 questionnaire.
The questionnaire addressed areas such as IPv6 knowledge and technical-how, IPv6 access
connectivity, peering, upstream connectivity, business and economic elements and
involvement in any IPv6 working groups, forums or gatherings. Of those DSPs, all but one has
done some consideration about IPv6 in some way. The detail level of IPv6 readiness and
consideration varies between them though. Currently, there are two IPv6 address blocks
allocated from RIPE to LIRs in Saudi Arabia. The first block is 2001:1490::/32, allocated in
06/2003 to LAB experiments at King Abdul-Aziz City for Science and Technology (KACST)
and 2001:16a0::/32, allocated in 12/2003 to SaudiNet/Saudi Telecommunications Company
(STC). The KACST prefix is visible in the global BGP routing since 15/11/2007, and is
currently reachable via a tunnel from British Telecom (BT, AS 5400). The STC prefix has
never been visible in the global BGP routing, and is hence not reachable. With the exception
of KACST, no single HAService Pr oviFKBEs) is WPv@& h
capable today, and KACST (as a research institution) does not provide commercial
connectivity to non-academic/research end users. With FBPs not being IPv6 ready,
regular ISPs cannot get IPv6 connectivity to the world as regular ISPs do not operate
international gateways.

All FBPs identified the lack of market demand for IPv6 as the main obstacle towards IPv6
adoption. Figure 2 below summarizes the main findings of the questionnaire process that was
sent to Facilities Based Providers (FBPs).

Figure 3- FBPs IPv6 Questionnaire Findings

Question Results Question Results
Level of IPv6 Knowledge 2In-] Inclusion of IPv6 1Yes
2 Medinm compliance in SW/HW 3 No
1 Basic Procurement 1 Partly
IPv6 Addressing Status Only 2 out of 5: IPv6 Training Plans 1 Yes Ongoing
KACST (advertised) & 2 Near Future (2008-2010)
STC (not advertised) 2 No Plans
IPv6 Upstream Statas 1 Yes (KACST) Economic Drivers and 2 Yes
4No Value Addedto Business 3 No Assessment
IPv6 Peering Readiness 1 Yes (KACST) Critical to Future Business 1 Not Critical
4 No Adtivity 4 No Assessment
OS Support for IPv6 %g bt fo . Most Important Obstacle All:
upported ture no No Market Demand
e towards IPv6 Deployment
1 No assessment
Applications Support for 2 Partty Membership in IPv6 5No
IPvb 3 No assessment Bodies, WGs or Forums
Plansto offer connectivity 1ongoing, Willingness to participate 3 Active Participation
forend users 1already avaj_la_b_le,_ 1 1o plans inthe National IPv6 Task 2 Only Attendance
1 near future initiation (2008-9-10), F
1 dist. Fut >2011

Kreliesgod tndingodnd Sau d i Ar

ntern
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1 Internet Service Providers (ISPs): Three (3) out 62 ISPs answered the questionnaire.
Though a mature assessment of ISPs IPv6 readiness cannot be done with the minimal
feedback received, the fact that only 3 out of 62 ISP licensees responded to the questionnaire,
it can be assumed that there has not been any interest as of yet from ISPs in IPv6. This was
also inferred from offline discussions between CITC personnel and ISPs. RIPE NCC data
shows that no local ISPs have acquired any IPv6 address blocks. A fair assumption can be
stated in that as soon as FBPs start their IPv6 service offerings, ISPs could find incentives in
complying to IPv6 as FBPs constitute the international gateways for regular ISPs

1 Domain Name System (DNS) for .sa: there is currently no IPv6 transport available, so the
web servers, mail servers and other servers for the .sa registry are not IPv6 capable yet. All
DNS *.net.sa servers do not have IPv6 transport available yet, but the externally run
secondary on rip.psg.com does have IPv4 and IPv6 transport. Additional secondary name
servers are planned, to be run by RIPE and PCH, which will also have IPv6 transport. IPv6
glue records can also be entered in the .sa TLD zone, so IPv6-capable DNS servers hosted in
.sa can be registered. When registering a domain, the name servers are tested for correctness
of the setup. This process is currently not IPv6 capable, and needs enhancements. IPv6
connectivity to the .sa DNS servers hosted inside Saudi Arabia (*.net.sa) and to the WWW
and e-mail servers needed to access the registry services is also still missing, so registering a
.sa domain from an IPv6 only network is not yet possible

1 Software and Hardware Vendors: a group of major SW/HW vendors was selected to assess
their IPv6 readiness. These have been Microsoft, IBM, HP, Dell, Cisco and Juniper. Data from
their official online websites showed that they are ready to ship IPv6 with many of their
SW/HW products. Most of these vendors regard IPv6 of strategic importance and have, in
addition to supporting the technology in their products, participated in forming IPv6 Task
Forces worldwide and played an important role in the development and standardization of
IPv6

Figure 4- ISPs, Enterprise, cc .sa TLD Registry & Vendors Assessment Summary

Stakeholder Status Assessment

No interest Not ready
Only 3/62 ISPs answered

Questionnaires

No Consideration for IPvé
No Future Plans

No IPv6 Addressing

No IPv6 Transport Supportyet . Not Fully Compliant
The necessary software and

SaudiNIC process changes to add IPvé Glue Workis OngOing

cc.sa TLD Reglstry Records into the DNS zone have
been implemented in July/August

2008 already

ISPs and Enterprise

Major vendors are Major Vendors are ready
already shipping IPv6

SW/HW Vendors within their products

I CITC and Facility Based Providers (FBPs) can be considered as the most influential
stakeholders in a future IPv6 awareness/deployment strategy and also in the establishment of
the national IPv6 Task Force: CITC for its regulatory role and ability to raise the flag of
leadership and Facility Based Providers (FBPs) for being the owners and operators of ICT
infrastructure in Saudi Arabia. ISPs do play an important role in being able to add more
penetration by offering IPv6 services to end users, however, their IPv6 offerings rely on FBPs

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved. Page 10 of 39
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offering IPv6 services and connectivity to the IPv6 Internet cloud. Software and Hardware
vendors also play an important role though they usually follow demand or mandates for IPv6.

As part of the Al Pv6 Status Quo and Bustbrddaseess ASSses

on a global scale was addressed in addition to the local status of IPv4 in Saudi Arabia. This is
addressed in the following section 5.2.

4.2. IPv4 Exhaustion Study

One of the most significant sections of the il Pv6 St atus Quo AasestmeRteadi ness
St u diy the estimation of the impact of the IPv4 exhaustion on the Internet market in Saudi

Ar abi a, so itds i ncl uhd expectedrdemara foe IPvd addrassds intSaudie . T
Arabia, the expected lifetime of the free IPv4 address pool, and the projected growth of the IPv4

Internet allocations to Saudi Arabia have been studied and put into relation.

To summarize the results:

1 Saudi Arabia needs at least 10 Million IPv4 addresses to number the expected number of
households and mobile telephone Internet users in the mid-term future (this number is based on
the assumption that 50% of all households and 20% of all mobile users would eventually be
connected to the Internet, and need only one IPv4 address each i numbers based on the
Internet Service Development Project Phase | data).

91 On a global scale, well-renowned experts (Geoff Huston et al) predict that the IPv4 address pool
at the regional registries (RIRs) will run out at the end of 2011 as revealed by Figure 4.

Figure 5- IPv4 Exhaustion Graph for IANA and RIRs

120

soo b |
o | b |

40 |- k—‘_\j_‘—l_ R

Address Count (/8s)
[}
(=3

L.
™ [~ -
20 | R RS O Ao S o Y o N SRS "‘VV\J\\ 1
P—— e =
. . . . . ™
2000 2002 2004 2006 2008 2010
Date
[1aNA Pool RIR Pool Projection ]
Source: fAThe | Pv4d Address Report, Geoff Hustono

Link: http://www.potaroo.net/tools/ipv4/index.html

Figure 4 above presents the exhaustion trends of unallocated IPv4 address blocks at both IANA
and RIRs as of September 2008. It is expected that IANA (in red) to run out of IPv4 addresses by
October of 2010 and RIRs (in green) in October of the following year of 2011.

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved. Page 11 of 39
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Figure 5 below presents the expected timeline for critical IPv4 exhaustion dates for both IANA and

RIRs in a clearer way.

Figure 6- IPv4 Exhaustion Critical Dates Timeline
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RIPE NCC allocation/assignment data shows that as of July 2008, Saudi Arabian LIRs have been

allocated/assigned a cumulative total of 2.17 million IPv4 addresses as shown in Figure 6 below.

Figure 7- IPv4 Cumulative Allocations/Assignments trend from RIPE to LIRs

IPv4 Cumulative Status KSA

As of July 2008- RIPE NCC

2500000
2177280
2000000 /
1500000 1687552
1387008
1000000
1003520
500000 -
y 372992 482560
0 '

1998 19

99 2000 2001 2002 2003 2004 2005 2006 2007 2008

Source: Image produced using allocation/assignment data from RIPE NCC

Tablesland 2a s

taken

used. A block could be advertised yet not utilized at all by end users.

Table 1- Allocated Address Space by RIPE NCC to Saudi Arabian LIRs

ALLOCATED ADDRESBKSA LIRs

/8's % of IPv4 % of RIR % of allocated per-capita
allocated | Prefix space space space index
0.12975| /10.9 0.05% 0.07% 0.08% 0.08

(Source: Geoff Huston, IPv4 Resource Allocations)

Saudi Arabia currently holds 0.08% of the global allocated address space with a per

of 0.08 addresses.

Copyright © Communications and Information Technology Commission CITC, All Rights Reserved.

capita index
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the allocated and advertised IPv4 address space to Saudi LIRs. It is worth mentioning here that
the advertisement of IPv4 address blocks does not indicate the level of actual usage/utilization by
end users but rather the addresses that are deployed on production networks and ready to be
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Table 2- Advertised IPv4 Address Space in Saudi Arabia (Source: Geoff Huston, IPv4 Resource Allocations)

ADVERTISED ADDRESSESA
% of IPv4 %of RIR managed % of allocated % of advertised per-capita
/8's advertised | Prefix space space space space | % advertised index
0.09518| /11.4 0.04% 0.05% 0.06% 0.09% 73.36% 0.06

As Table 2 indicates, 73% of the allocated IPv4 address space to Saudi Arabia is being

advertised, but as explained before, this does not tell in any way what the actual utilization by end

users is but rather the | Pv4 addr e scsionaeprarkseThe hat i s
per capita index of advertised address space is at 0.06 addresses. Saudi Arabia advertises 0.09%

of the total global advertised IPv4 address space.

1 Extrapolating Saudi Arabia's Internet growth until 2012 (red sketch)(Figure 7), using a linear
regression based on previous data of cumulative allocated IPv4 addresses from 2004 until mid
2008 (black sketch), significantly less than half of the target IPv4 address amount of 10 million
will be reached by the expected time IPv4 runs out. The expected number of
allocations/assignments is expected to reach the vicinity of 3.5 million IP addresses by 2012
(red sketch)

Figure 7 also highlights the three (3) phases of pre-depletion (before Oct. 2010), depletion
phase (Oct.2010 i Oct.2011) and post-depletion phases post Oct. 2011. The linear
regression assumes that the same growth trend as the 2004-2008 period will be
exhibited with no acceleration or deceleration of IPv4 address allocations/assignments

Figure 8- Linear Regression Extrapolation of IPv4 Addressing Allocations/Assignments (2008-2012) in Saudi
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1 From these numbers it is clearly visible that the desired level of Internet usage in Saudi Arabia
cannot be reached in the remaining life span of IPv4. In 2012, about 3.5-4 million IPv4
addresses would have been allocated, 10 million IPv4 addresses are the expected goal for
market saturation, and there will not be any reasonable way to acquire the missing 6 million
addresses.

Figure 8 below shows the address allocation/assignment extrapolation forecast with the findings
of Internet Services Development Phase | expected internet penetration growth percentages
(Typical ASO curve trend)
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Figure 9- IPv4 Address Allocation/Assignment Linear Forecast and "S" curve Internet Penetration Percentage
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9 Itis important to point out that the IPv4 Internet will not be turned off in 2011 7 it will continue to
work, but sustainable and normal growth will not be possible when IANA and RIRs deplete their
IPv4 address space. So IPv6 is required to ensure further growth and business continuity for all
users of the Internet.

4.3. IPv6 Countries Benchmark Study

The study benchmarked IPv6 efforts and activities of eleven (11) countries. The eleven countries
were selected from an overall group of seventeen countries. The seventeen countries were
grouped by gathering the countries previously selected for the Internet Benchmark study of the
previous Internet Services Development Phase | and other nations encountered during the data
collection and research on IPv6 worldwide efforts and activities. The seventeen countries were first
classified into three (3) categories as per the number of years IPv6 activities have been present:
Established (more than 6 years), Recent (2003-4-5-6) and Just Started (2007-8).

A selection criteria was applied to each class separately, the selection criteria consisted of three
(3) elements: Criticality of IPv4 Exhaustion to the Country, Governance and Maturity.

The selected countries from the established class were: Japan, Korea, Taiwan and China.
From the recent class: USA, India and Malaysia.
The Just Started class included: Australia, Thailand, Germany and Hong Kong.

The eleven (11) selected countries IPv6 strategies, promotion policies and overall activities were
assessed according to the following assessment criteria:

Background

IPv6 Main Bodies

Governmental Initiatives and Activities

Promotional Activities

Commercial Deployment and Offerings

Research and Development and Technical Activities

=A =4 =4 -8 -89
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1 Lessons Learned

Figure 9 below depicts the overall methodology and approach in developingthe i | Pv 6
Benchmar k. Studyo

Countries

Figure 10- IPv6 Benchmark Study Development Approach
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The countries assessment highlighted a set of IPv6 initiatives and activities that were undertaken
by both the public and private sectors in order to promote the deployment and promotion of IPv6
and which can be summarized as:

1 The inclusion of the IPv6 addressing technology as an integral part of national ICT strategies
proved to be of essential importance in IPv6 deployment and promotion efforts. ICT initiatives
that are launched by the local ICT regulators or Ministries of ICT for the aim of further
promoting the penetration of data and/or telecommunications services are being the main
implementer of IPv6 in data and telecommunications networks. These initiatives usually span
several years thus keeping the IPv6 effort running for long periods of times. Examples of
including IPv6 into national ICT strategies are those of the e-Japan, e-Taiwan, NGN and IT839
of Korea, MylICMS 886 of Malaysia and Digital 21 Strategy of Hong Kong. In addition to
including IPv6 into services and infrastructure such as FTTx, DSL and services such as VolIP,
VoD and IPTV, tax incentives were also offered by certain countries like Japan for those
service providers and stakeholders that adopt IPv6

1 In addition to including IPv6 as an integral part of a bigger ICT strategy as highlighted above,
several countries have launched specific IPv6 strategies that would specifically target the
depl oyment and promoti on
T ai wadatidrsal IPv6 Development and Deployment Program, Ma | aNasona &6
Council Timelineand T h a Natienal dPd&Policy and Roadmap. These initiatives are
usually launched by the local ministries of ICT (Korea, Malaysia, Thailand) or under the direct
jurisdiction of the office of the cabinet itself (Taiwan). The promotion policies are usually
phased on several years with each promotion policy or phase building on the successes of the
previous one and addressing the weaknesses and problems that were encountered and
identified. Promotion policies address issues related to IPv6 capable infrastructure and
networks, IPv6 based applications, IPv6 pilot projects such as ubiquitous cities in Japan and
Korea and IPv6 promotional and awareness activities
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1 The transition of e-government networks in several countries was in all cases being sponsored
and facilitated by the government itself via technical guidance and recommendation of best
practices. In the case of the US, the transition of its governmental sector was rather mandated
by the central federal government. The transition of e-government networks is considered to
be an important IPv6 promoter due to the influence governmental agencies would have on
stakeholders that interoperate and closely correlate with the agencies (service providers,
vendors, private and public stakeholders that internetwork with the governmental agencies)

1 The local regulatory and ICT governmental authorities are mostly playing the role of the
sponsor, enabler or facilitator of IPv6 activities instead of the role of the enforcer, which is only
seen in few cases, like the USA where the federal agencies were mandated by the Federal
government to move into IPv6 by June 2008. The decision on IPv6 adoption for the private
sector is left to the judgment of the service providers and other stakeholders of the private
sector who are better positioned to align any IPv6 plans with their business requirements.
Enforcements by the local regulator, other than being hard to follow up and audit could disrupt
and complicate the business activities of the private sector thus defeating the purpose of
improving the prospects of ICT sector by deploying IPv6

1 The creation of a non-governmental non-profit promotional body or forum as a local chapter of
the global IPv6 Forum is a practice that has proven its efficacy in the deployment, promotion
and awareness IPv6 activities in each of the benchmarked countries. The local IPv6 Forums,
Task Forces or Councils, though usually initially established and sponsored by the local ICT
authorities, later on undertake their activities as independent entities whose policies and plans
are agreed upon by its members. The members represent the government sector (ICT and
regulatory authorities), ISPs, Telcos, Enterprise, Vendors, R&D institutes, academia and
independent IPv6 experts and individuals. The activities of the local forums and task forces
were most the times found to be categorized into technical activities and
promotional/awareness activities. Activities under each category are undertaken via a
framework of Working Groups that comprised of delegates from the different members of the
forum. Technical working groups usually addressed issues related to standardization, security,
network management systems, transition guidance and services ported on IPv6 such as VolP,
WIMAX, Mobile IPv6 and others. Promotional and awareness working groups dealt with issues
related to seminars, IPv6 summits, workshops, training and human resources. IPv6 Summits
were found to be the most prominent and beneficial promotional activities that would most of
the times be organized by the local IPv6 forums/taskforces and would gather IPv6 experts and
representatives from all over the globe who would represent their experiences for the benefit
of the local stakeholders

1 The establishment of a nationwide IPv6 test bed over an existing R&D or R&E network or
public network that would allow its participants to use IPv6 connectivity gave stakeholders the
needed pilot environment for testing and nurturing IPv6 expertise and knowledge base without
running the risk of disrupting their production networks. IPv6 supportive IPv6 pilot and test
beds also served as a testing environment for R&D IPv6 related activities

1 The most important obstacle in transitioning to IPv6é was found to be the absence of a
business case and the | ack of deamdaenddsers.Despite ser vi ce |
of this, service providers in many countries have already established IPv6 services as it gives
them a differentiator element over the competition. The anticipation of potential future IPv6
demand after the exhaustion of IPv4 has also played a role in service providers adopting IPv6
despite the lack of an immediate business necessity or incentive

1 Procurement best practices now stipulate the importance of acquiring IPv6 capable HW/SW in
future procurement and upgrade cycles. This practice also considerably reduces the
prospective costs of any IPv6 adoption plans as it would make IPv6 a part of the normal and
periodical ongoing IT process cycle instead of a sudden migration to IPv6 plan that would
disrupt production networks operations and incur much higher costs
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1 IPv6 native connectivity is the aim of any IPv6 effort. In addition to IPv6 connectivity at the
access, distribution and backbone networks, the establishment of IPv6 native connectivity at
both international gateways and at the peering levels was found to be important. This
translates into the necessity of local internet exchanges being IPv6 capable. The availability of
IPv6 capable internet exchanges helps diffuse the deployment and promotion of IPv6 based
internet

1 IPv6 training and human expertise plays an important role in IPv6 deployment and promotion
efforts. There is currently a lack of IPv6 expertise personnel at the technical level without
which reliable and sustainable deployment and management of IPv6 internet would be a very
hard task. IPv6 training and know-how knowledge base building served as a key success
factor in most of the benchmarked countries. In Malaysia for example, the National Advanced
IPv6 Center of Excellence has set up IPv6 training activities and IPv6 certification programs
that would graduate the needed IPv6 expertise

4.4. IPv6 International Bodies & Organizations

In this study, a number of international bodies relevant to the Internet and IPv6 in general, and that
could be of relevance and importance to the IPv6 deployment in Saudi Arabia have been identified
and classified as per their type of activities.

Figure 10 below depicts the overall methodology that was followed in developing the study. As the
figure shows, the different organizations were identified and categorized into: Standardization,
Address Management, Awareness/Promotional and finally R&D/Deployment Projects. The
different bodies were assessed based on a criteria of elements such as IPv6 Role, Geographical
Scope, Relevance to KSA and Membership Structure. The final stage was the issuance of a set of
recommendations as detailed below.

Figure 11- Methodology Approach for the "IPv6 International Bodies & Organizations" Study

Organizations and Bodies Categories

= JETF * ICANN
= ISOC « JANA
* Others * RIRs

® Others

Recommendations

Awareness &
Promotional

R&D -

Deployment
Projects

Assessment
Criteria

to join/follow up

Recommendations
Examples

* JPv6 Forum * 6Net
* TPv6 Portal ® SixXS
* MENOG e Others Pv6 Role Join RIPE IPvs
. e 0 * Join
- ?)fhli;r6 TF * Membership Ma]]mg List
Structure ® Join IETF IPv6
* Geographical WG Mailing List
Scope * Attend RIPE NCC
* Relevance to KSA Meeting Oct. 2008

As stated earlier, the different entities have been grouped into four categories:

1. IPv6 Standardization Bodies and umbrella organizations

1.1. The Internet Society (ISOC)
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Internet Engineering Task Force (IETF)
International Telecommunications Union (ITU)
European Standards Telecommunications Institute (ETSI)

2. IPv6 Address Management Bodies

2.1. Internet Corporation for Assigned Names and Numbers (ICANN)
2.2. Internet Assigned Numbers Authority (IANA)
2.3. Number Resource Organization (NRO)
2.4. RIPE Network Coordination Center (RIPE NCC)
2.5. Asia Pacific Network Information Center (APNIC)
2.6. American Registry for Internet Numbers (ARIN)
2.7. Latin American and Caribbean Internet Address Registry (LACNIC)
2.8. American Registry for Internet Numbers (ARIN)
2.9. African Network Information Centre (AfriNIC)
3. Awareness creation and community work
3.1. IPv6 Forum
3.2. IPv6 Portal
3.3. Middle East Network Operators Group (MENOG)
3.4. UAE IPv6 Task Force
3.5. Asia Pacific IPv6 Task Force
4. Othersir esearch networks, sources of | Pv6 documentat.
4.1. 6NET
4.2. SixXS
4.3. Euro6IX
4.4. Eurov6 i European IPv6 Showcase
4.5. go6 portal
4.6. Japan Gigabit Network (JGN)
4.7. Widely Integrated Distributed Environment (WIDE) Japan
4.8. Korea Advanced Research Network 2 (KORENZ2)
For all these organizations, a detailed assessment was mad e on

regarding IPv6, on its membership structure and geographical scope, and of its relevance to the
IPv6 development in Saudi Arabia. For example, ISOC or ICANN/IANA play a very important role
for the Internet as a whole and IPv6 specifically, but direct interaction with either body will not be
directly beneficial, as IETF and RIPE NCC play a more direct role regarding IPv6 technical
standards and IPv6 addressing in KSA.

Based on this, the study resulted in the following list of recommendations to help move forward
IPv6 deployment in Saudi Arabia. The list is included in this section as-is, without timelines or
priorities. Specific recommendations as part of the overall IPv6 Strategy will be detailed in later
sections.

1

1
1

Subscribe to RIPE IPv6 and Address Policy mailing list and read RIPE the archives, to
see what is being discussed

Attend the next RIPE meeting (October 2008 in Dubai)

Subscribe to IETF WG mailing list and read IETF work group mailing list archives, to see
what work is currently done

Attend IETF meetings, IETF meetings are held three times a year , they are a week-long,
the goals of the meetings are to reinvigorate the WGs to get their tasks done and to
promote a fair amount of mixing between the WGs and the areas

Have a membership with IPv6 forum, it will be an asset and powerful to CITC to house a
well-built knowledge and awareness to move forward, as the IPv6 forum workgroups are
community groups and are available with no fees

Establish contact with the IPv6 forum regarding a national KSA IPv6 task force creation
Set collaborative linking environment with IPv6 Portal to be willing to analyze, develop
and participate in IPv6 worldwide activities, and create an account to get access to extra
documents, sections and features, and IPv6 national Forums

Reading the lessons learned of Europe 6IX project implementation and take into
consideration the overall outcome of the tested IPv6 Advanced services and applications
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1 Utilize 6NET organization resources such as books (6NET IPv6 Deployment Guide -
October 2005), Press releases, Newsletters, Information, Public deliverables, and
standards contributions.

1 Subscribe to SixXS to be able to provide tunnel connectivity to the end users for testing a
variety of services and applications. However we recommend connecting CITC to IPv6
cloud using router to the other end of the tunnel to build separate IPv6 environment (this
setup is emulated by the proposed IPv6 LAB in the IPv6 project).

CITC can utilize the benefits from SixXS services including tools for monitoring and
debugging the IPv6 routing tables manipulated using the provided tunnels

1 CITC can employ the outcome and results of the Eurov6 distributed showcases including
Services (IPv6 DHCP, flow control, IPv6 in IPv4 tunnel, etc) and Applications (apache,
Bind 9, FTP, web, Mozilla, SSH, etc)

1 Accelerate the rate of adoption of the new features and significant improvements offered
by go6 organization

1 Get a training provided by UAE taskforce on IPv6 Core Protocols, Implementation tools
and procedures for IPv6 Network professionals

1 Join MENOG scheduled events and meetings listed in MENOG official website including
presentations, tutorials and workshops

¢ Build an IPv6 research and operation center for developing operation and management
technologies of the IPv6-compatible network

1 Subscribe in Asia Pacific Task Force website, which provides a mailing list and
information on deployment strategy status in, Australia, China, EU, India, Japan, Korea,
Malaysia, Philippines, Singapore, Taiwan and Thailand, in addition to guidelines,
promotion and data collection workgroups
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5.1Pv6 Strategy Action Plan

Based on the findings detailed in the previous section, an overall action plan has been developed.
As stated earlier, the action plan contains initiatives that fall into two (2) categories:

1 Infrastructure: Initiatives of this track target the deployment of IPv6 in particular
infrastructure elements of the ICT network

1 Awareness: this aims at raising the sense of urgency and awareness on IPv6 as a
technology and its importance so as to drive and encourage the IPv6 deployment

Figure 12- IPv6 Strategy Tracks and Initiatives

Strategy Tracks

I Infrastructure | Awareness

*Five (5) Initiatives: *Five (5) Initiatives:

*IPv6 Addressing s IPv6e Task Force

e [Pv6 Commercial s Outreach
Support for Activities
Nation Wide e International
Infrastructure Cooperation

e SA ccTLD IPvé6 *IPv6 Training
Compliance *IPv6 Compliant

*IPv6 Compliant Procurement
Internet Filtering

*IPv6 Lab

Besides the above initiatives that are organized in two (2) parallel tracks, the Action Plan also
encompasses a number of Milestones that serve as an intermediate checkpoint to verify whether
sufficient achievements have been made, and to take corrective action at an early-enough point in
time.

One central aspect is the foundation of a Saudi Arabian IPv6 Task Force as a focal point for all
IPv6 activities. More details on the Task Force can be found in the next sub-section. The following
subsections sections will detail the individual track initiatives, grouped into the respective track,
and ordered by importance and timeline.

5.1. The National IPv6 Task Force

One essential element for success of the IPv6 strategy is to raise awareness in the general public.

Implementing IPv6 in the network backbone is not very difficult, but if there is absolutely no

demand from the end customers, ISPs and FBPs are reluctant to invest into software upgrades,

man power for implementation and training, and other costs attached to the IPv6 roll-out. From

the questionnaire results int he Al Pv6 Status Quo and Rdtadd ness Ass
concluded that there has been very minimal consideration for IPv6 at the ISPs or the end users

l evel . Questionnaires revealed fANo Market Demando as
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